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Some announcements:

➢Lab 2 Code will due

➢No grace day

➢Start early, Start early, Start early

➢You can complete Lab2 from a clean codebase
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Where are the User Programs?

• Source files are under /src/examples/ directory

• Run `make` under /src/examples/

Host File System
Host Disk

Pintos File System
Pintos Disk

ELF files 



Debug example:

• Run `make && cd build` under /src/userprog/ directory

• pintos --gdb --filesys-size=2 -p ../../examples/echo -a echo -- -f -q run 'echo iloveos’

• Details on Lab Document

2MB Disk Put Host File Pintos File

Format FS

Quit ActionsDebug mode



Overview
Always Remember the Goal: reach main().
It is quite complex… be patient!
LLM is a wonderful tool for codebase understanding!



Parsing

Lab0 Shell

Lab2 User Program

pintos_init():



Still parsing…

run_actions():

Actually we have a stage named extract before run: It moves ELF into Pintos FS. Figure it out yourself!



The Journey Starts from process_execute()

run_task():

Q1: What is ARGV[0] ?
ARGV[0] = run

Q2: What does run_test() do ?
run_test() run the test cases in 
lab1



After process_execute(): process_wait()

Now: Return Immediately !!
Your Task: Make It Work



A Closer Look to process_execute
It just adds a new thread into the ready_list.



start_process:
• Load the ELF file from Disk into memory

• We are still in the kernel !!

• Initialize Interrupt Frame (eip, esp, segment registers, eflags)

• Start the user process by simulating a return from an interrupt

https://www.ibiblio.org/gferg/ldp/GCC-Inline-Assembly-HOWTO.html



How to load elf: You must have a pagetable first.



load:

Virtual Address Space

Kernel Mappings

PHYS_BASE + 64MB

• Read and verify ELF executable header

• Read ELF program header and load segments (code, data ……)

• Set up if_->stack (You will fix this in Exercise2: Argument Passing)

• Set up if_->eip with the entry point in executable header

• After loading, start the user process by simulating a return from 
an interrupt with interrupt frame if_

Code

Data

BSS
/src/lib/user/entry.c:

if_->esp
argv
argc

if_->eip



Wow, your process is running in User Space!

• But, we want system call support !!

/src/lib/user/syscall.h: /src/lib/user/syscall.c:



Wow, your process is running in User Space!

• But, we want system call support !!

/src/lib/user/syscall.h: /src/lib/user/syscall.c:



System Call Numbers:

/src/lib/syscall-nr.h



Now, all the magic is behind `int 0x30`

User Space

Kernel Space



Interrupt Handler

• save the context of the interrupted process into intr_frame

Hardware (CPU) && Software (OS)

Details in Lecture Notes

/src/threads/interrupt.c: /src/userprog/syscall.c:

Implement in Lab2 ~~
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Some useful tips:

• Pintos exec == Unix fork + exec

• You can use malloc in kernel (#include “threads/malloc.h”)

• Useful GDB command: loadusersymbols

• Reference to xv6 implementation

• multi-oom testcase will take some time, be patient

https://github.com/mit-pdos/xv6-riscv/blob/riscv/kernel/syscall.c


Suggested Order of Implementation:

• 1. Argument Passing — push argc/argv onto user stack after load(); pass args-xxx 
tests 

• 2. Halt System Call — build syscall_handler() dispatch 
infrastructure

• 3. Temporal Workarounds — bare exit + write(fd=1) + process_wait() infinite loop → programs can run & 
output 

• 4. Accessing User Memory — validate user pointers before use; kill process on bad access, don't crash 
kernel 

• 5. Process Control Syscalls — exit/exec/wait, design together (shared data 
structures) 

• 6. File System Syscalls — per-process fd table, global file lock; read file.c & filesys.c
interfaces 

• 7. Deny Writes to Executables — file_deny_write() in load(), keep file open until process exits 

• Refer to https://echostone.gitbook.io/pintos/project-description/lab2-user-programs/suggestions



Enjoy Your Pintos Journey ~~

Any Problem ?


